Thursday Thoughts - Stay Ahead of Scams — What to Watch For (3-20-2025)

Scams are getting more advanced, making it more important than ever to stay vigilant. Here are
some real-world examples we’ve seen recently:

¢ Fake Bank Alerts: A text warning of a suspicious transaction led to a fake login page.
¢ Al Voice Scam: A voicemail mimicked a child’s voice, urgently requesting money.

¢ Email from a “Trusted Contact”: An email that appeared to be from someone's attorney
requesting funds to be transferred.

Common Scam Tactics:
e Phishing: Suspicious emails or texts pressuring you to act quickly.

e Tech Support Scams: Pop-ups or calls requesting remote access to your devices.

o Al-Powered Attacks: Deepfakes and advanced hacking tools make account security more

critical than ever.
Best Practices for Protecting Yourself:

e Enable Multi-Factor Authentication (MFA) — A simple step that adds a strong layer of
security.

e Use Strong Passwords — Store them securely with a trusted password manager.

o Verify Urgent Requests - If you get a message asking for money or sensitive info, confirm it

through a known contact method.
e Set Up Account Alerts — Get notified of any suspicious activity in real time.

If You Ever Have Doubts, We’re Here to Help

If you receive a suspicious message claiming to be from us, don’t click any links or respond—just

reach out directly.

Staying ahead of scams is about being proactive, and we’re always here to help you navigate these

challenges.

Please also check out our guide for more tips and best practices on protecting yourself from
common scams.

Stay safe, and reach out anytime if you have questions.
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